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1 ABBREVIATIONS

Abbreviation Explanation

API Application Programming Interface

CD Compact Disc

COM Serial port interface on IBM PC-compatible computers

DLL Dynamic Link Library

GUI Graphical User Interface

PC Personal computer

USB Universal Serial Bus, a serial bus standard to interface devices
XML eXtensible Markup Language

2 INTRODUCTION

2.1 Purpose

This document describes the architecture and functionality of the Z-Wave DLL that supports Z-Wave
enabled PC based applications.

This document includes conceptual overviews, step-by-step procedures, and information about samples.
More and up-to-date information on Z-Wave DLL API references and practical implementation can be
found in the Z_Wave DLL Documentation.chm online help file, which is automatically generated when

the Z-Wave DLL is installed (C:\DevKit_x_yy\PC\Bin\ZWaveDI\setup.exe). By default, it is located at

C:\Program Files\Zensys\Z-Wave DINZ_Wave DLL Documentation.chm.

2.2 Audience and prerequisites

The audience is Z-Wave partners and Zensys developers. It is assumed that partner developers already
have and are familiar with the Z-Wave Developer’s Kit.

Zensys AIS Abbreviations Page 1 of 19
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3 WHATIS Z-WAVE DLL

Z-Wave DLL is a framework that simplifies the development of Z-Wave enabled Windows Forms or
Console applications for Microsoft .NET Framework platform (Windows XP and Windows Vista
applications).

The main features of Z-Wave DLL are:
= provides interfaces for calling Serial API functions
= handles request timeouts
= repeat requests if needed
= handles acknowledge signals from devices
= handles exceptions
= logs events

Attention! Please note that the current version contains basic set of the functions to operate with RS232
interface only.

Custom Z-Wave enabled .NET application, which is built on top of Z-Wave DLL, should be thin GUI-
oriented Windows Forms application or console application with reference to this DLL in the solution.

Windows Forms U

Gonsole
Applications Applications

Personal computer

A

Serial API

y
N
ZWave
application

Z-Wave hardware

Figure 1. Positioning of Z-Wave DLL within custom solution

Zensys AIS What is Z-Wave dll Page 2 of 19
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4 ARCHITECTURE AND IMPLEMENTATION

Architecture of Z-Wave DLL includes the following layers:
1. Transport Layer

Layer represents the communication between PC and Z-Wave device. It contains basic set of the
functions to operate with RS232 (serial port) interface.

For the future versions of Z-Wave DLL the USB is considered as additional interface to be
implemented and supported.

2. Session Layer

Layer represents the basic queue which operates with all the flows between layers (Transport,
Application, etc.)

3. Frame Layer

Layer represents the basic Frame types and structures, as well as the functions for parsing and
conversion.

4. Application Layer

Basic set of the functions (both application-level and protocol-level) which can be combined into
workflows (usually as group of functions).

5. High-level Application Layer

Layer represents the set of the end functions that involve some workflows from Application
Layer. It also can contain the additional workflows.

Below please find the sequence diagram which shows the sample interaction between the Z-Wave DLL
layers.

e =3
[ |

Sample lication ZWave Manager Runtime Manager | | Application Layer Session Layer Frame Layer || Transport Layer
| . L] T T L] T T
| Init() | ) | | | |
! ) I I | I |

LoadAssemblies() | | | I |

. I | | |

Init() I I I [

] | ) |

Init | | |

} - ” I |

| Init() | ] |

} —t » |

| Init()y ] |

} t } »

layer's instances | | | |
e e - I I | I
ZWave Manager ] | | |
I | I |

| | | |

Figure 2. Sequence diagram of layers interaction

Please note ZWaveManager at the diagram above, which provides the methods for initialization and
maintenance of the Z-Wave DLL library.
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Below please find another sequence diagram with sample of layer interaction during execution of Add

Node feature.

Sample lication

! AddNodeToNetwork) I

added Node

Application Layer Session Layer Erame Layer Transport Layer Static C}gntroller

] ] I |

] I | | |

ExecuteRequest() : : : :

| Write() ! ! !

| Write! | !

| I 0 | |

: : | put bytes() :

| I | T ] 1

| | | | DataReceived |

: : : Read :
<

: : : > TransmitACK :
<

| I | |

| | 1 DataReceived put bytes() |

| I o 1

| JAcknowledgeReceived 1 1

| t ParseRawD'ata |

1 FrameReceived | |

| | |

| ResponseReceived | | |

ParseResponse : : :

I | | |

I | |

I | |

Figure 3. Add Node sequence diagram

The layers of Z-Wave DLL are implemented through interfaces.

( ITransportLayer
Interface

= Methods

Clase
GetDeviceNames
Is0pen

COpen

W Wirite

L 2R SBE G &

B Events

¥ DataReceived

=]

[ IFrameLayer

»

Interface

= Methods

v Close

¥ CreateDataFrame

Y Init

v Open

v White (+ 1 overload)
= Events

¥ AcknowledgeReceived

& FrameReceived

( 1SessionLayer
Interface

= Properties
B fsReady
= RequestTimeout
=F SequenceNumber
= Methods
Close
ExecuteNonReguest (+ 1 overload)
ExecuteReguest (+ 1 overload)
Init
@ Open

<« ¢ o4

= Events

¥ ResponseReceived

Figure 4. Layer interfaces (reduced set)

Below please find the default layer implementation.

»

[ 1ApplicationLayer
Interface

= Methods

CreateBridgeCantraller
CreateController
CreateDevice
CreateEnhancedsiave
CreatelnstallerController
CreateRoutingsiave
Createslave
CreateStaticlipdate Controller
CreateZensorNetRoutingSiave
Init

C O OO OO Od

Zensys AIS
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High -level Application

ZWaveDll Y

|ApplicationLayer SerialPort Application

|SessionLayer SerialPortSession

IFramelayer SerialPortFrame

RuntimeM anager

ITransportLayer SerialPort Transport

Figure 5. Default implementation

Each layer implementation is located in the dedicated project:

High-level Application is the custom .NET application built on top of Z-Wave DLL
SerialPortApplication is an application layer implementation

SerialPortFrame is a frame layer implementation

SerialPortSession is a session layer implementation

SerialPortTransport is a transport layer implementation

ZWaveCommandClasses is an external library (compiled into Z-Wave DLL) which contains the
automatically generated C# classes and structures for all the Basic Devices, Generic Devices,
Specific devices and Command Classes as they are defined in XML file.

ZensysFramework is an external library (compiled into Z-Wave DLL) which contains the
common components such as conversion functions, helpers, and wrappers that could be used in
any .NET Z-Wave application.

ZWaveSecurity is an optional component which provides encryption/decryption features to
support the secure Z-Wave communications.

These layers could be custom-implemented. For example, the Z-Wave Programmer application uses a
different APl and Frame Layer implementation (see ProgrammerFrame project).

If you want to use a custom layer implementation, then you should call initialization Init() method of the
ZWaveManager with appropriate assembly name and layer class hame.

The Z-Wave DLL provides communication between high-level Z-Wave enabled application and Z-Wave
hardware so that it implements Z-Wave Serial API functions as shown in the figure below.

Zensys A/S Architecture and Implementation Page 5 of 19

CONFIDENTIAL



INS10250-6

Z-Wave DLL User Guide

2009-05-14

( IZensorNetRoutingSlave B
Interface
-+ IDevice

= Methods
W ZensorGetiD
& ZensorNetBind
& ZensorSendDataFlood

»|

[ 1Slave
Interface
- IDevice

= Methods
W Suppertdsioonly

»|

[ IEnhancedSlave
Interface
+ ISlave

= Methods
& IsNodeWithinDirectRange
@ RequestNewRouteDestinations

-
| IRoutingSlave &
Interface

=+ IEnhancedsSlave

R

" IDevice

Interface

_| & Properties

ChipRevision
ChipType
ConnectionStatus
Flash

Homeld

Id

Leds

Memory
SerialApiVersion
SeriaiPort

Timer

Type

ethods

Close

Uiy G 1 i i i i i iy 1 B Ly

=

=

EraseChip
GetProtocollnfe
COpen
Readl ockBits
ReadSignatureBits
RequestNodelnfo
Reset
SendData
SendDataMulti
SetProgramimingMode
SetiWriteTime

W Writel ockBits
= Events

& ConnectionStatusChanged

CE L OO OO L OO OL

¥

| IController
Interface
-+ IDevice

= Methods

L SBE SOE CE CE SR CHE Sl SR SN SN SN SR IR A I S SR SR SN SN N ¢

AddNodeToNetwork
AreNodesNeighbours
AssignReturnRoute
AssignSUCReturnRoute
ControllerChange
DeleteReturnRoute
DeleteSUCReturnRoute
GetcontrollerCapabilities
GeiNelfghborCount
GetRoutinginfo
GetSUCNogelD
IsFailedNode
IsPrimaryControlier!
RemoveFailedNodelD
RemoveNodeFromNetwork
ReplaceFailedNode
ReplicationReceive Complete
Replicationsend
RequestNodeNeighborlpdste
SendSUCID

Setl esrnMode
SetSUCNedelD

»)

»)

[ IStaticupdateController
Interface
-+ IController

= Methods
& CreateNewPrimaryControfler
& EnablesUc

»|

[ TInstallerController
Interface
-+ IController

“F—— = Methods

W StoreHomelD
& StoreNodelnfo
& TransmitCount

>

[ IBridgeController
Interface
- IController

= Methods
GetVirtualNodes
IsVirtuaiNede

SendSlaveNodelnformation

Figure 6. List of Serial API functions grouped by device types (reduced set)

™
o
@ SendslaveDats
L
L

SetSlavelearnMode
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5 GETTING STARTED

5.1 Check the prerequisites

The following components should be installed on the computer that you need to develop, build, test, and
deploy Z-Wave DLL based .NET application:

=  Microsoft .NET Framework, version 2.0 or later

= The Microsoft Visual Studio 2005 development environment

=  Windows Installer 3.0 (Windows Installer 3.1 or later is recommended).

Important: Make sure you have the latest service pack and critical updates for the version of Windows
that you are running. To find the recent security updates, visit Windows Update.

5.2 Limitations

The setup has only been tested on Windows XP with Service Pack 2 and 3 (x86 platform), but may work
on other versions as well.

5.3 Required Z-Wave hardware

Any Z-Wave enabled application requires the appropriate Z-Wave hardware to be connected:

e Program the Z-Wave device with appropriate HEX file, usually Serial APl Controller, Installer,
Bridge or Slave depending on the Windows application.
Z-Wave 4.10, 4.11 or newer must be used.

e Establish serial communication to the Z-Wave module.

5.4 Install the Z-Wave DLL

1. Exitall programs.

2. In Microsoft Windows, click the Start button, and then click Control Panel.

3. In Classic view, double-click Add or Remove Programs.

4. Click Add New Programs, and then click CD or Floppy.

5. Click Next and then click Browse to locate the “setup.exe” in the
“<optical_drive_name>\data\DevKit\Libraries\ZWaveDII” folder on Z-Wave Developer’s Kit CD or
“<drive name>\DevKit_x_xx\Libraries\ZWaveDII” folder on your hard drive in case you installed

Z-Wave Developer’s Kit already.

6. Click Finish to start the installation. The welcome page appears as shown at the figure below.
Please note the copyright notification and click Next button.

Zensys AIS GETTING STARTED Page 7 of 19
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i Z-Wave DIl A=l

Welcome to the Z-Wave DIl Setup Wizard

The ingtaller will guide vou through the steps required toingtall £ awve DI on your compter.

WARMIMG: Thiz computer program iz protected by coperight law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion of it, may result in severe civil
ar criminal penalties, and will be prozecuted to the masimunn extent pozsible under the law.

Cancel

Figure 7. Welcome page of Z-Wave DLL installation

7. Select the installation folder and who should be able to use the Z-Wave DLL.
Please note, that it is extremely important to do not move the Z-Wave DLL manually after it has
been installed into the above specified folder.
When done, click Next.

Zensys AIS GETTING STARTED Page 8 of 19
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8. Installation confirmation appears. Click Next again to confirm and start the installation.

i® Z-Wave DI

Select Installation Folder

The ingtaller will ingtall £ ave DI ta the fallowing folder.

T inztall in this falder, click "Mext”. Tainztall to a different falder, enter it below ar click "Browse"'.

Folder:
C:AProgram Files'\Zensws'e W ave Db [ Browse. .. ]
| DiskCost. |
Install £ ave Dl for pourzelf, or for anpone who uzes thiz computer:
() Everyone
) Just me
Cancel ] [ < Back ] | et

Figure 8. Installation Folder

Zensys AIS
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i® Z-Wave DI

Confirm Installation

The ingtaller iz ready to inztall £ ave DIl on your computer.

Click, "Mext'" to start the installation.

Cancel ] [ < Back ] | et

Figure 9. Confirmation page of Z-Wave UPnP Bridge installation

9. The actual installation procedure will pass with progress indicator and final confirmation appears.

Zensys AIS GETTING STARTED Page 10 of 19
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i@ Z-Wave DI

Installing Z-Wave DIl

Zfave Dl iz being installed.

Pleaze wai. ..

Cancel < Back et »

Figure 10. Installation progress

10. Click Close to complete the installation.

Zensys AIS GETTING STARTED Page 11 of 19
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i Z-Wave DIl A=l

Installation Complete

Zwfave DIl has been successfully installed.

Click. "Claze" ta exit.

Fleaze usze Windows pdate to check for any critical updates to the MET Framework.

Figure 11. Installation complete

55 Remove Z-Wave DLL
You can uninstall Z-Wave DLL from your computer if you no longer use it.
1. Open Add or Remove Programs in Control Panel.

To do it, click Start, then click Control Panel (in Classical View — click Start, then point to
Settings, and click Control Panel), and then double-click Add or Remove Programs.

2. Click the program in the list and then click the Remove button. You can sort programs by
selecting different options in Sort by.

3. Standard confirmation dialog appears. Click Yes to continue the removal of the Z-Wave DLL.

4. Z-Wave DLL will be removed without prompting you further.

Zensys AIS GETTING STARTED Page 12 of 19
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6 CREATION OF A Z-WAVE DLL BASED APPLICATION

This section describes the creation of the new Z-Wave DLL based .NET Windows Application and its
customization.

The following steps are examined:
e Create a new Z-Wave DLL based .NET Windows Application project.

e Obtain available Serial Port Interfaces using ZensysFramework library that used Windows
Management Instrumentation components (WMI).

e Obtain available Serial Port Interfaces using SerialPortTransport library that implement
ITransportLayer interface.

¢ Implement "Detect Device" functionality.

Attention! The steps below are based on a C# project. However you can use the same steps for a
Visual Basic project, except for specifics such as file name extensions and code.

6.1 Create a.NET Windows Application project

In this section, you create a solution with .NET Windows Application project in Visual Studio.
1. Open Visual Studio.
2. Inthe File menu, point to New, and then click Project.

3. Inthe New Project dialog box, expand Visual C#, and then click Windows.
Under Visual Studio installed templates, select Windows Application.
Select Create Directory for Solution.

In the Name field, type MyApplication.
And finally enter the location for the solution (C:\MyZWave for example).

Zensys AIS CREATION of A Z-Wave DLL based Application Page 13 of 19
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Mew Project

Project kypes: Templates: |§|
(=) Wisual Ca# ¥isual Studio installed templates
Windows
Smart Device [Flwindows Application ] Class Library
Database [#windows Contral Library A web Cantrol Library
Starter Kits E—ECDHSDIE Application IE'l.l‘l.finl:h:u.ﬁ.ls Service
DocProject [c#] Empty Project
Web
[=)- Other Project Types My Templates
Setup and Deployment
Databaze i 9earch Online Templates. ..
Extensibility
Wisual Studio Solutions
& project For creating an application with 2 Windows user interface |
Mame: | My Application |
Locakion: | CHiMvZiave w | [ Browse, ., ]
Solution Mame: | My Application | Create directory For solution
Ok ] [ Zancel ]

Figure 12. Create a new Visual C# application.

To continue, click OK.

6.2 Add references to Z-Wave DLL components

1. Use the Add Reference dialog to add references to components at design time.

2. Browse to folder where Z-Wave DLL has been installed.
By default it is installed into "C:\Program Files\Zensys\Z-Wave DII\".

Zensys A/S CREATION of A Z-Wave DLL based Application
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NET | coM | Projects Browse |Recent |

Lok in: IE}Z—Wave ol j € N5 N

&) zensys.Framework. dil:

Zensys. ZWave. CommandClasses. dl
Zensys. ZWave.dl

Zensys. ZWave.ProgrammerFrame. dll
Zensys, ZWave, SerialPortapplication. dll
Zensys.ZWave.SerialPortFrame, dll
Zensys. ZWave . SerialPortSession. di
Tensys, ZWave, SerialPortTransport.dll

File name: I j

Files of type: ICnmpnnent Files (".dll;” tlb;" olb;™ oo™ exe;” manifest) j

oK | Cancel |

Figure 13. Select all *.dll files in this folder and click OK

3. Select all *.dll files in this folder and click OK.

6.3 Obtain available Serial Port Interfaces using ZensysFramework library

1. Add ListBox and Button controls to the Form1.

~=1o| x|

list Bo 1 Get Seral
Port list

Figure 14. Implement Click event for buttonl control
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2. Implement Click event for buttonl control.

private void buttonl_Click(object sender, EventArgs €)

{

List<Zensys.Framework.Win32PnPEntityClass> interfaces =
Zensys.Framework.ComputerSystemHardwareHelper.GetWin32PnPEntityClassSerialPortDevices();

foreach (Zensys.Framework.Win32PnPEntityClass serialPortinfo in interfaces)

{
listBox1.ltems.Add(serialPortInfo.Caption);

3. Run application and click Get Serial Port list Button.

=10l x|

Serial Port (COM3)
Serial Port {COM4)
Serial Port (COME)
Serial Port {COME)
Communications Port {COM1)

Get Seral
Part list

Figure 15. Run application and click Get Serial Port list Button

6.4 Obtain available Serial Port Interfaces using SerialPortTransport library.

1. Implement Click event for buttonl control.

private void button1_Click(object sender, EventArgs e)

{
Zensys.ZWave.ZWaveManager zwaveManager = new Zensys.ZWave.ZWaveManager();
zwaveManager.Init(Zensys.ZWave.Enums.LibraryModes.None);
foreach (string serialPortName in zwaveManager.TransportLayer.GetDeviceNames())

{

listBox1.ltems.Add(serialPortName);

Zensys AIS CREATION of A Z-Wave DLL based Application
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2. Run application and click Get Serial Port list button.

=10l x|

COM1
CoM3
COomM4

Get Seral
Part list

COM5
COMs

Figure 16. Run application and click Get Serial Port list button

6.5 Implement "Detect Device" functionality.

1. Add new Button control to the Form1.

2. Implement Click event for this new button2 control.

private void button2_Click(object sender, EventArgs e)

{
Zensys.ZWave.ZWaveManager zwaveManager = new Zensys.ZWave.ZWaveManager();
zwaveManager.Init(Zensys.ZWave.Enums.LibraryModes.PcController);
Zensys.ZWave.Devices.IController device = zwaveManager.ApplicationLayer.CreateController();

List<Zensys.Framework. Win32PnPEntityClass>

interfaces = Zensys.Framework.ComputerSystemHardwareHelper.GetWin32PnPEntityClassSerialPortDevices();

foreach (Zensys.Framework.Win32PnPEntityClass serialPortinfo in interfaces)
{
Zensys.ZWave.Enums.Libraries deviceLibrary = Zensys.ZWave.Enums.Libraries.NoLib;
try
{
device.Open(serialPortinfo.DevicelD);
device.GetVersion();

deviceLibrary = device.Version.Library;

Zensys AIS CREATION of A Z-Wave DLL based Application
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}

catch (Zensys.ZWave.Exceptions.RequestTimeoutException ex)

{

System.Diagnostics.Debug.WriteLine(ex.Message);

/It means that there is no Device connected to Serial Port.

}
finally

{

device.Close();

}
listBox1.ltems.Add(String.Format("{0}: {1}", serialPortinfo.Caption, deviceLibrary.ToString()));

3. Run application and click on Detect button.

—ioix]

Seral Port (COM3): MoLib ;
Serial Port (COMA) NoLib Get Sera |
Seral Port (COMB5): MoLib

Seral Port (COME]): MoLib
Communications Port (COM1): ControllerStaticLib Detect

Figure 17. Run application and click on Detect button
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