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Global system view
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SRS is the system that the users can use their computer or cell phone to login the Internet server to remote control their home devices.

Product Function

The PL7667-MST is the master unit to the devices placed at home. It can report the information, like the home devices’ current power value, to the Internet server. And it can execute the control from the Internet server, like to turn ON/OFF the home devices.

There are some types of slave devices under the control of PL7667-MST, including PL7667-ETH, PL7667-SW, PL7667-3PH and PL7667-SWG.
The PL7667-ETH is the device which has a power socket upon and Ethernet port aside. The MST can control the ETH’s power socket, to turn ON or OFF and to get status. And the computer can surf the Internet by connecting the Ethernet port.
The PL7667-SW has a controlled power socket upon and has no Ethernet port
.
The PL7667-3PH has 3 power line connectors linking to 3 electrical phase, the 3 connector can NOT be controlled to turn ON or OFF, but can get status. And it has one switch to control another relay’s ON/OFF and the switch is under MST’s control.
The PL7667-SWG is the new PL7667-SW built by the new hardware component, especially the CPU. Its function is all as same as PL7667-SW. The firmware of SWG and SW can NOT compatible for each other when upgrade, so they need to be identified in the Server side management.
Initial local configuration

Some configuration should be set into the master device for connect the Internet server successful at the first time. It may be stored in factory setting or through local configure web UI.

1) Internet Server’s URL (its DNS name and port).

2) Server-password for the master device to login.

Function Block
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Work Flow


Message Flow (persistent TCP)

Login flow with digest authentication

Report request flow


Server operation request flow


Heartbeat flow

Connection Details

There is no more than one persistent TCP connection alive between one master device and the Internet Server in every moment. The master does not close the connection without exception.

The master should start to re-initial a new connection, to keep the connection between the master device and the Internet Server comes to be alive again in such cases.

1) The master device power on.

2) Connection broken detected.

3) Connection close detected.

If the connection can’t be built, the master should retry with a random delay seconds until successful.

	Retry count number
	Wait interval range (min-max seconds)

	#1
	0-30

	#2
	0-60

	#3
	0-120

	#4
	0-180

	#5
	0-240

	#6 and subsequent
	0-300


Each time after the master device lost connection from the Internet Server, it should clear the local stored information about the Internet Server’s DNS analyzed IP address which was got last time, so that, in the next successful connection, it may get the updated IP address from the DNS server for the Internet Server’s DNS name.

After the connection initialized, the master will exchange the login information, which is based on the digest algorithm. Then after the login successful, they can exchange the report and operation packets.

The Internet server can set some parameters in the operation request after the master device login successful, such as the report-period and the heartbeat-period. With such parameters, the master will generate the report packet or the heartbeat packet in every specific period time.

The alert packet is one type of the report packets. It bursts when the preset alert condition raise up. It may be carried in period report packet, when they happened in the same time, but not always like that. It may be the single item in the report packet.

The heartbeat packet does not belong to the report packets. It is sent from the master device to the Internet Server and need not reply. The Internet Server got it and knew that the master device connection is alive.

In each request packet the master device or Internet server sent out, there should be an identity number inside. After the other side’s receiver got the packet, its response packet should contain the same number, so that the original sender’s receiver can identify and pair the response to the request packet sent just now. In real, the identity number is an integer, range from 0x0 to 0x0f-ff-ff-ff. It should increase 1 after a packet sent out each time to make different. After it reached to 0x0f-ff-ff-ff, it turns rounds to 0x0.


Identifier Naming Conventions

Protocol identifier names are used for:

· Packet names (LoginRequest, ReportRequest, etc);

· Data item names (ProtocolVersion, ContentType, ContentLength, InfoString, Consumption, etc);

This document uses following naming convention for identifiers:

· Identifier should contain only alphanumeric latin1 characters;

· Identifier should start with alpha character;

· Identifier should start with uppercase character;

· Identifier should use camelcase scheme for words concatenation (each new word is stating from uppercase letter);

· Identifier that is acronym should be represented in uppercase registry;

Examples of valid identifiers:

  ServerName, UserName, MAC, Nonce, CNonce, NC, etc.

Examples of invalid identifiers:

  response (not starting with uppercase letter), Server-Name (hyphen (-) is illegal character), Server-username (illegal character and not camelcase), etc.

Data Types

Basic Data Types

Following data types are widely used across in packet’s format specifications:

	Byte
	8 bit

	Char
	8 bit

	Unsigned Char
	8 bit

	Unsigned Short
	16 bit

	Float
	32 bit

	Integer
	32 bit

	String
	Character sequence, ended by ‘\0’.

	NVS 
	Name/value string. Character sequence, ended by ‘\0’. String contains name/value pairs separated by comma (',') character: 

· Name is separated from value by first equals ('=') character;

· Name should not contain comma (',') and equal ('=') characters;

· Value should not contain comma (',') character (but can contain equal ('=') character);

The order of name/values is meaningful.

Example: 

  UserName=user,MAC=123456789012\0

	VS
	Value string. Character sequence, ended by ‘\0’. String contains values separated by comma (',') character. Value should not contain comma (‘,’) character.

	Array
	Continuous room. Repeat its elements with the same type for some times. Use the “[times]” to define the repeat times. For example, Array of Char[12] means 12 Char element continuously.

	Time-stamp
	20B. It is the subset of the ISO 8601 date-time format. All times MUST be expressed in UTC (Universal Coordinated Time). If the time is unknown or not applicable, the following value representing “Unknown Time” MUST be used: 0001-01-01T00:00:00Z.


If not opposite is specified all transferred string values are case sensitive. 

All data is encoded using Big-Endian byte order.

Parameters listed in packet’s specification are all required except opposite is specified.

Data represented in packets’ examples may contain additional linefeed used in formatting purposes only. The actual data will not contain such linefeed, except opposite is specified.
System Data Types

	Name
	Datatype
	Content size (Byte)
	describe

	Device’s current power value
	Float
	4
	The unit is watt.

Power float::=15.32 .

	Device’s on/off-status
	Char
	1
	On: Char::=1.

Off: Char::=0.

	Master MAC or device MAC
	Array Char
	12
	Readable text, printed on device label, every char is in HEX range, upper-case, no lower-case.

For example,”0013C1AABBCC“.

	Server password
	String
	(0..256)
	The PL7667-MST uses it to login the Internet server. No quotas (“) or comma (,) inside.

	Device’s sensor log
	String
	
	Readable Text.

SEQUENCE OF{

time  Time-stamp,

separate1   Char::=’,‘,

SN    device-MAC,
Separate2   Char::=’,‘,

Power-value  String ::=’12.53', unit is watt.
Separate3   Char::=’,‘,

On/Off-value  String ::=’1’, 1 is On, 0 is Off,
Separate4   Char::=’\n‘ , (0x0a)
}.
For example,

2011-00-14T09:38:43Z,0013C1AABBCC,0.00,1\n

	Master device’s configuration data
	text file
	less than 256K
	

	Master device’s kernel firmware data
	binary file
	less than 4M
	

	Master device’s application firmware data
	binary file
	less than 4M
	


Packet Format

All packets are form as the standard TCP packets.

	MACHeader
	IPHeader
	TCPHeader
	IdentityNumber (4B) 
	Payload


IdentityNumber:

Integer, starting from 0x00 to 0x0fffffff, increased by 1 each time after the packet is sent out. If IdentityNumber has reached the 0x0fffffff value, it turns down to 0x00.

1. Payload

	Signature (2B)
	Reserved (2B)
	ProtocolVersion (1B)
	ContentType (1B)
	ContentLength (2B)
	Content


Signature: 


0x89E3

Reserved: 


0x0000

ProtocolVersion: 
0x01

ContentType
 is:

LoginInit 

Request/Response:

0x10

LoginDone 

Request/Response:

0x12

Report 


Request/Response:

0x14

Operation 

Request/Response:

0x24

Heartbeat:

Request




0x30

ContentLength:
unsigned short, containing actual length of Content.

2. Content

LoginInitRequest

	InfoString: NVS


InfoString:

MasterMAC 

– Master devices’ MAC.

Example:

{

MasterMAC=0013C1AABBCC\0

}
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LoginInitResponse


Result:



0x01 - Continue login

0x02 - Reject login. (The MasterMAC doesn’t exists or else reason)

Data:



If continue, contains single parameter Nonce. Example



Nonce=dcd98b7102dd2f0e8b11d0f600bfb0c098\0



If rejected, contains single parameter Reason. Example:




Reason=MAC or UserName does not exist\0 

Packet example:

ContentType

0x10

ContentLength
0x002A

Result


0x1

Nonce


dcd98b7102dd2f0e8b11d0f600bfb0c098

The packet content is:

{

Nonce=dcd98b7102dd2f0e8b11d0f600bfb0c098\0

}
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LoginDoneRequest

	Data (NVC)


Data:


MasterMAC


- see LoginInitRequest;


Nonce 



- value returned in LoginInitResponse;


NC




- nonce counter


CNonce



- client-generated nonce;


Digest



- calculated digest;

Example:

ContentType


0x12

ContentLength

0x009C

MasterMAC


0013C1AABBCC

Nonce



dcd98b7102dd2f0e8b11d0f600bfb0c098

NC




00000001

CNonce



0a4f113b

Digest



6629fae49393a05397450978507c4ef1

The packet content is:

{

MasterMAC=0013C1AABBCC,

Nonce=dcd98b7102dd2f0e8b11d0f600bfb0c098,

NC=00000001,

CNonce=0a4f113b,

Digest=6629fae49393a05397450978507c4ef1\0

}
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LoginDoneResponse


Result:



0x01
- authorization passed;

The Description contains the managed devices list and the network-time using parameters:


MAC 
– device’s MAC. May be used several times;


Time 
- the network-time is in UTC format;

0x02
- authorization failed;


The Description is empty.

Example:

ContentType


0x12

ContentLength

0x0044

Code



0x01

Two devices are managed: 0013C1A1B1C1, 0013C1A2B2C2

NetworkTime 

2010-12-03T15:06:30Z
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ReportRequest


One DeviceString should only contain one single device’s one moment information. One device’s one moment information should only be placed in one DeviceString string.

Different device’s information should be placed in different DeviceString. One device’s different moment should be placed in different DeviceString.

Each DeviceString contains following parameters:



MAC 


- MAC;



Power


- current power represented as float, measured in watt (25.33);

Consumption
- power-consumption from the last acknowledge time till now,        represented as float, the unit is the watt per second;



On



- device’s switch status represented as 0|1;



Time


- report time in UTC represented as string;


SentBytes


- bytes sent from last report moment
ReceivedBytes

-bytes receive from last report moment
For PL7667-3PH device, the DeviceString has 6 items additional.


Pow1



- phase 1 power value, in float, in watt.



Con1



- phase 1 consumption, in float, in watt*sec.



Pow2



- phase 2 power value, in float, in watt.



Con2



- phase 2 consumption, in float, in watt*sec.



Pow3



- phase 3 power value, in float, in watt.


Con3



- phase 3 consumption, in float, in watt*sec.
If the server UI wish to convert it to unit kwh (kilo-watt per hour), it need to divide (3600 sec. * 1000 watt) itself. It is recommended to make the dividing only when it needs to show at last, so that the difference error will not be accumulated.

DeviceString may optionally contain:

Alert
- string like “power>X”, “power<X”, “turnOn”,”turnOff”, where X is replaced by actual value. If the other alert condition rises at the same moment, the Alert may occur several times in the same DeviceString;

Example1:

ContentType


0x14

ContentLength 

0x0099

Device1 
MAC=0013C1A1B1C1 at 2010-12-04/17:11:30 power=15.67 (float) watt, the device is on, consumption=15.67watt*30second=470.1 (watt*second);

Device2 
MAC=0013C1A2B2C2 at 2010-12-04/17:11:30 power=21.5 (float) watt, the device is off, consumption=21.5watt*30second=645 (watt*second);
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Example2:

ContentType


0x14

ContentLength

0x00B5
Device1 
MAC=0013C1A1B1C1 at 2010-12-04/17:11:30 power=15.67w, the device is on, Consumption=15.67w*30s=470.1ws;

Device2 
MAC=0013C1A2B2C2 at 2010-12-04/17:11:30 power=21.5w, the device is on, exceed the alert settings (power>21w), and the alert settings (when it turn on), consumption=21.5w*30s=645ws
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ReportResponse

	Result (1B)


Result:




0x01

- OK




0x02

- Failed
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HeartbeatRequest
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OperationRequest/Response

In responses to Operation packet OkFailResponse is commonly used. It contains single byte. Value 0 means fail, value 1 – means ok. Such responses will be referred as OkFailResponse.

	Code (2B)
	Data


	
	Operation
	Code
	Data

	Devices network management
	AddDeviceRequest
	0x0010
	Array of NVS, containing
· devices’ MAC
· Connected
If Connected==true

master only adds slave and returns ok if the slave is visible to it; if not - master returns fail;

If Connected==false

master adds slave device in any case of its visibility;

	
	AddDeviceResponse
	0x0010
	OkFailResponse
1. type of registered device;
2. current power of registered device;
3. on|off state of registered device;
Following changes for AddDeviceResponse are proposed:
NVS containing fields:
- Ok - true|false;
- Type - device type as defined in GetDevicesRequest;
- Power - power as defined in ReportRequest;
- On - switch state as defined in ReportRequest;
Fields Type, Power, On are present only if Ok=true;
   

	
	DeleteDeviceRequest
	0x0012
	VS, containing devices’ MAC

	
	DeleteDeviceResponse
	0x0012
	OkFailResponse


Example request:
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And its response is OK:
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	Operation
	Code 
	Data

	
	GetDevicesRequest
	0x0018
	Empty

	
	GetDevicesResponse
	0x0018
	Array of NVS, containing devices info


GetDevicesResponse Data contains:



MAC

- device’ MAC;



Type

- device’ type;



KernelVersion - MST/ETH device kernel-image version
AppVersion   - MST/ETH device app-image version
SwVersion
  - SW device sw-image version
SimVersion
  - Powerline chip version
Type:

1

- PL7667-MST;

2

- PL7667-ETH;

3 
- PL7667-SW;
5

- PL7667-3PH;

6

- PL7667-SWG;

Example: 

  MAC=0013C1A1B1C1,Type=1\0MAC=0013C1A2B2C2,Type=2\0
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	Operation
	Code
	Data

	Master-device management
	GetSettingsRequest
	0x0030
	

	
	GetSettingsResponse
	0x0030
	NVS with SettingsString


SettingsString contains:


MAC



- device’s MAC;


HardwareVersion

- hardware version;

KernelVersion

- software kernel version;

SoftwareVersion

- software application version;

SimVersion


- Powerline chip version;


IPv4



- device’s IPv4 address;


Gateway


- device’s gateway;


DNS1, DNS2

- device’s DNS addresses;


DHCPEnabled

- device’s DHCP switch (0,1);


ReportPeriod

- period in seconds to send ReportRequest;


HeartbeatPeriod

- period in seconds to send HeartbeatRequest;


ServerURL


- accessible server’s URL;
ServerSSL


-SSL enable switch (true,false);

ReportPeriod and the HeartbeatPeriod is integer measured in seconds. 0 value means disable.

DHCPEnable is the DHCP client’s status.



GetSettingsRequest:[image: image12.png]Offset | 0 1 2 3 4 5 6 7 8 9 ABCDETF
00000000 | 89 E3 00 00 01 24 00 02 00 30





GetSettingsResponse:
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	Operation
	Code
	Data

	
	SetSettingsRequest
	0x0032
	NVS SettingsString. See GetSettingsRequest 

	
	SetSettingsResponse
	0x0032
	OkFailResponse


Note: 

1) The items MAC, hardware-version and software-version are read-only, can’t be written. 

2) The items IPv4, gateway, DNS1, DNS2 or DHCPEnabled modification may lead to the network reconnection. 

3) There is one additional item that can be set - ServerPassword, which is write-only.

Below is the example of SetSettingsRequest containing ServerURL, ReportPeriod and IPv4:
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	Operation
	Code
	Data

	
	GetFileRequest
	0x0034
	NVS, containing: {

- FileType:

  1 is configuration file;

  2 is sensor log file;
- BeginTime:

  UTC time;

- EndTime:

  UTC time;  

Note: the configuration file (1) is used only for master device, and needn’t other parameters.
The sensor log file content is the item array which record the values,

UTC-time

MAC

Power-value (unit is watt)

Absolute-power-consumption (w.s)

On/Off-value (1 is On, 0 is Off)
Each value ends with “,” and the whole item ends with ‘\n’ (0x0a).

For example:

2011-03-07T18:34:42Z,0009C1AABBDD,0.00,0.00,1\n

	
	GetFileResponse
	0x0034
	File content after gzip compressed in bytes.
It can be decompressed with “gzip –d filename.gz”.


For example, request to get power value log file 2010-12-4/12:00:01 to 2010-12-4/18:00:59 
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	Operation
	Code
	Data

	
	UpdateFirmwareRequest
	0x0038
	NVS, containing:

- FirmwareType:

  1 is configuration file;

  2 is kernel-firmware file,;

  3 is application-firmware file;
  4 is SSL certificate file;

- TotalLength (in bytes)

- PartsCount;

- CurrentPartNumber (starting from 1);

- CurrentPartLength;

After that goes current part’s data in binary

	
	UpdateFirmwareResponse
	0x0038
	NVS, containing:

- CurrentPartNumber – received number;

Result - 0 (Fail) / 1 (OK)

	
	UpgradeRequest
	0x0039
	NVS, containing:

- MAC - target ECN's mac;

- ImageType - image type specifier. One of the following: kernel, app, sw;

- ImageURL - the HTTP(HTTPS) url by which the image is downloadable;

- ImageChecksum - SHA-1 checksum encoded in HEX;

	
	UpgradeResponse
	0x0039
	OkFailResponse


	
	Operation
	Code
	Data

	
	DegradeMasterRequest
	0x003A
	

	
	DegradeMasterResponse
	0x003A
	OkFailResponse 

Master device will reboot soon.

	
	RebootMasterRequest
	0x003C
	

	
	RebootMasterResponse
	0x003C
	OkFailResponse



Below is the example request to ask for two devices’ report.

[image: image16.png]06006068 89 E3 66 60 61 24 60 82 66 568





And it responses is OK.

[image: image17.png]Offset | 0 1 2 4567 89 ABCDETF
00000000 | 89 E3 00 00 01 24 00 03 00 50 01





	
	Operation
	Code
	Data

	
	SwitchDeviceRequest
	0x005a
	Array of NVS, containing:

- MAC – device’s MAC;

- On – device’s on/off status (0|1);

	
	SwitchDeviceResponse
	0x005a
	OkFailResponse
And then the ReportRequest would be sent soon.

	
	SetAlertsRequest
	0x005c
	Array of NVS, containing AlertsString

	
	SetAlertsResponse
	0x005c
	OkFailResponse


SwitchDeviceRequest example:
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AlertsString:


MAC 

- device’s MAC;


Alert

- AlertSettings;

AlertSettings is String containing one of the following:


power>X


power<X


clear

Where X is replaced by an actual float value expressed in watt.

If there is several conditions of one device can rise the alert, they need to be set in two items with the same MAC. Example:

[image: image19.png]00000000 89 E3 060 00 61 24 06 43 06 5C 4D 41 43 3D 30 30 ...... $-C.\MAC=00
00000010 31 33 43 31 41 31 42 31 43 81 2C 41 6C 65 72 74 13C1A1BICY,Alert
00000020 3D 70 6F 77 65 72 3E 32 31 2E 35 00 —power>21.5.




	
	SetEthStateRequest
	0x005e
	Array of NVS, containing
- MAC – device’s MAC;

- ETH – device’s Ethernet status (open|close|detect);

	
	SetEthStateResponse
	0x005e
	OkFailResponse
Array of NVS,
- MAC – device’s MAC;

- ETH – device’s Ethernet status(up|down)


Request example:
[image: image20.png]000600600 89 E3 060 66 61 24 60 1C 60 S5E 4D 41 43 3D 36 38 ...... - .- HAC=80
00000010 31 33 43 31 30 30 44 35 41 45 2C 45 54 48 3D 6F 13C100DSAE,ETI
00000020 70 65 6E 00 pen.





Response example:

[image: image21.png]00080000 89 E3 00 00 61 24 60 1B 00 S5E 01 4D 41 43 3D 30 ..... $...7.HAl
00000010 30 31 33 43 31 30 30 44 35 41 45 2C 45 54 48 3D  013C100DSAE,ETH:
00000020 75 70 00 up.





Digest Authentication Algorithm

The digest authentication algorithm is referred from the RFC 2617 by setting the parameters to const: qop=”auth”, realm=”AsokaUSA”, H=”md5”, method=”GET”.

Representation of digest values

For the purposes of this document, an MD5 digest of 128 bits is represented as 32 ASCII printable characters. The bits in the 128 bit digest are converted from most significant to least significant bit, four bits at a time to their ASCII presentation as follows. Each four bits is represented by its familiar hexadecimal notation from the characters 0123456789abcdef. That is, binary 0000 gets represented by the character '0', 0001, by '1', and so on up to the representation of 1111 as 'f'.

Glossary

a) KD()

In this document the string obtained by applying the digest algorithm to the data "data" with secret "secret" will be denoted by KD(secret, data).

b) H()

The string obtained by applying the checksum algorithm to the data "data" will be denoted H(data).

c) unq()

The notation unq(X) means the value of the quoted-string X without the surrounding quotes.

d) nonce

A server-specified data string and is no more than 128Byte (the count doesn’t include ‘\0’). It should be uniquely generated each time a 401 response is made. It is recommended that this string be base64 or hexadecimal data. Specifically, since the string is passed in the header lines as a quoted string, the double-quote character is not allowed.

The contents of the nonce are implementation dependent. The quality of the implementation depends on a good choice. A nonce might, for example, be constructed as the base 64 encoding of

time-stamp H(time-stamp ":" ETag ":" private-key)

where time-stamp is a server-generated time or other non-repeating value, ETag is the value of the HTTP ETag header associated with the requested entity, and private-key is data known only to the server. With a nonce of this form a server would recalculate the hash portion after receiving the client authentication header and reject the request if it did not match the nonce from that header or if the time-stamp value is not recent enough. In this way the server can limit the time of the nonce's validity. The inclusion of the ETag prevents a replay request for an updated version of the resource.  (Note: including the IP address of the client in the nonce would appear to offer the server the ability to limit the reuse of the nonce to the same client that originally got it. However, that would break proxy farms, where requests from a single user often go through different proxies in the farm. Also, IP address spoofing is not that hard.)

An implementation might choose not to accept a previously used nonce or a previously used digest, in order to protect against a replay attack.

The nonce is opaque to the client.

e) nc

It is the abbr. of nonce-count, 8 hex digits. The nc-value is the hexadecimal count of the number of requests (including the current request) that the client has sent with the nonce value in this request. For example, in the first request sent in response to a given nonce value, the client sends "nc=00000001". The purpose of this directive is to allow the server to detect request replays by maintaining its own copy of this count - if the same nc-value is seen twice, then the request is a replay. 

f) cnonce

The cnonce-value is an opaque quoted string value and is no more than 128Byte (the count doesn’t include ‘\0’). It is provided by the client and used by both client and server to avoid chosen plaintext attacks, to provide mutual authentication, and to provide some message integrity protection.

g) response

A string of 32 hex digits computed as defined, which proves that the user knows a password.

Request-Digest

A1 = unq(username-value) ":" unq(“AsokaUSA”) ":" < user's password >

A2 = "GET:/"

H(Data)=MD5(Data) 

request-digest= <"> < KD ( H(A1), unq(nonce-value)":"nc-value":"unq(cnonce-value)":"unq(auth)":" H(A2)) ><">

Sample Code

The following code implements the calculations of H(A1), H(A2), request-digest and response-digest, and a test program which computes the values used in the example. It uses the MD5 implementation from RFC 1321.

File "digcalc.h":

#define HASHLEN 16

typedef char HASH[HASHLEN];

#define HASHHEXLEN 32

typedef char HASHHEX[HASHHEXLEN+1];

#define IN

#define OUT

/* calculate H(A1) as per HTTP Digest spec */
void DigestCalcHA1(

    IN char * pszUserName,

    IN char * pszPassword,

    IN char * pszNonce,

    IN char * pszCNonce,

    OUT HASHHEX SessionKey

    );

/* calculate request-digest/response-digest as per HTTP Digest spec */
void DigestCalcResponse(

    IN HASHHEX HA1,           /* H(A1) */
    IN char * pszNonce,       /* nonce from server */
    IN char * pszNonceCount,  /* 8 hex digits */
    IN char * pszCNonce,      /* client nonce */
    OUT HASHHEX Response      /* request-digest or response-digest */
    );

File "digcalc.c":

#include "md5.h"
#include "md5.c"
#include "digcalc.h"
void CvtHex(

    IN HASH Bin,

    OUT HASHHEX Hex

    )

{

    unsigned short i;

    unsigned char j;

    for (i = 0; i < HASHLEN; i++) {

        j = (Bin[i] >> 4) & 0xf;

        if (j <= 9)

            Hex[i*2] = (j + '0');

         else
            Hex[i*2] = (j + 'a' - 10);

        j = Bin[i] & 0xf;

        if (j <= 9)

            Hex[i*2+1] = (j + '0');

         else
            Hex[i*2+1] = (j + 'a' - 10);

    };

    Hex[HASHHEXLEN] = '\0';

};

/* calculate H(A1) as per spec */
void DigestCalcHA1(

    IN char * pszUserName,

    IN char * pszPassword,

    IN char * pszNonce,

    IN char * pszCNonce,

    OUT HASHHEX SessionKey

    )

{

      MD5_CTX Md5Ctx;

      HASH HA1;

      MD5Init(&Md5Ctx);

      MD5Update(&Md5Ctx, pszUserName, strlen(pszUserName));

      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, "AsokaUSA", 8);//strlen("AsokaUSA"));
      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, pszPassword, strlen(pszPassword));

      MD5Final(HA1, &Md5Ctx);

      CvtHex(HA1, SessionKey);

};

/* calculate request-digest/response-digest as per HTTP Digest spec */
void DigestCalcResponse(

    IN HASHHEX HA1,           /* H(A1) */
    IN char * pszNonce,       /* nonce from server */
    IN char * pszNonceCount,  /* 8 hex digits */
    IN char * pszCNonce,      /* client nonce */
    OUT HASHHEX Response      /* request-digest or response-digest */
    )

{

      MD5_CTX Md5Ctx;

      HASH HA2;

      HASH RespHash;

       HASHHEX HA2Hex;

      // calculate H(A2)
      MD5Init(&Md5Ctx);

      MD5Update(&Md5Ctx, "GET", 3);//strlen("GET"));
      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, "/", 1); 

      MD5Final(HA2, &Md5Ctx);

       CvtHex(HA2, HA2Hex);

      // calculate response
      MD5Init(&Md5Ctx);

      MD5Update(&Md5Ctx, HA1, HASHHEXLEN);

      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, pszNonce, strlen(pszNonce));

      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, pszNonceCount, strlen(pszNonceCount));

      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, pszCNonce, strlen(pszCNonce));

      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, "auth", 4);//strlen("auth"));
      MD5Update(&Md5Ctx, ":", 1);

      MD5Update(&Md5Ctx, HA2Hex, HASHHEXLEN);

      MD5Final(RespHash, &Md5Ctx);

      CvtHex(RespHash, Response);

};

File "digtest.c":

#include <stdio.h>
#include "./digcalc.c"
//const: qop="auth", realm="AsokaUSA", H="md5", method="GET".
int main(int argc, char ** argv) {

      char * pszNonce = "dcd98b7102dd2f0e8b11d0f600bfb0c093";

      char * pszCNonce = "0a4f113b";

      char * pszUser = "Mufasa";

      char * pszPass = "Circle Of Life";


  char szNonceCount[9] = {"00000001"};

      HASHHEX HA1;

      HASHHEX Response;

      DigestCalcHA1(pszUser, pszPass, pszNonce, pszCNonce, HA1);

      DigestCalcResponse(HA1, pszNonce, szNonceCount, pszCNonce, Response);

      printf("Response = %s\n", Response);


  return 0;

};
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